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ATTACK LIFECYCLE
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Resource Dev.
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Exfiltration
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Privilege Escala.
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Command & Ctrl.
Impact

NETWORK FUNDAMENTALS

OSI & TCP/IP Models
Data Encapsulation
Network Topologies
Networking Devices

DATA TRANSMISSION 
PROTOCOLS
MAC & ARP
IPv4, IPv6, ICMP
TCP & UDP
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AUTHENTICATION ATTACKS

Social Engineering
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DoS/DDoS ATTACKS

SYN Flood Attacks
DDoS Attacks
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INJECTION ATTACKS

Buffer Overflow Attacks
Cross-site Scripting (XSS) Attacks
SQL & LDAP Injection Attacks
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Malware by Propagation Types
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Firewalls
Load Balancers
Intrusion Detection & Prevention 
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IPSec
Secure Network Protocols

ENCRYPTION
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Encryption
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Insecure Coding
Secure Software Dev. Lifecycle
Secure Coding Best Practices
Application Testing
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Defining Risk
Risk Assessment
Risk Response
Control Types

COMPLIANCE & GOVERNANCE

Security Frameworks
Privacy
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Third Party Management
Laws & Regulations
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SECURITY OPERATIONS
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& Inventory Management
Attack Surface Management
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Incident Response Models in Use
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Recover
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Cloud Considerations & Tools
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